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Design of NIDS Pattern Matching System Based on SOPC

Abstract: Pattern matching as an important technology of network security has been getting more and more
attention recent years. This paper presents a pattern matching system that based on FPGA. This paper uses
DMO9000A to receive network data and uses Snort rule and HashMem function to match pattern. With software
simulation the conflict pattern string of Snort rules found out and processed separately. So, conflict can be
high-speed solved. The experimental results show that the system throughput is 61 Mbps, more than 2 times of the
software method. When processing more Snort rules, the system resource consumption increased very little,
throughput is not affected, which is more advantage compared to the performance of traditional systems.

Keyword: pattern matching; intrusion detection; FPGA; Snort; HashMem Algorithm
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cpu_D Mios || Processar clk 0z01915000 (0z019157fF A

tri_state_bridge_0 Ayvalon-Mi Tristate Bricdge clk

onchip_mem Cn-Chip Memory (RAM or ROM) clk 0x01908000 (0=0190cTEf

dma_0 DA Controller clk 0xz01916860 (0=z0191637TF

check_top0 check_top clk 0xz01916000 (0z01916TEf

onchip_send Cn-Chip Memory (RAM or ROM) clk 0xz01912000 (0=01913bEf

cfi_flash_0 Flash Memory Interface (CFI) clk 0z01400000 (0z01TEEEEF

sdram SDRAM Cortroller clk_50 0z00800000 |0zO0fFFEFE

epcs_controller EPCS Serial Flash Contraller clk 0z01915800 |0z01915EFF

jtag_uart_0 JTAG UART clk 0201916a00 |0z01916a0T
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