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Error Detection and Recovery
Using CRC in Altera FPGA

Devices

Introduction In critical applications, such as avionics, telecommunications, system 
control, and military applications, it is important to be able to:

■ Confirm that the configuration data stored in an FPGA device is 
correct.

■ Alert the system to the occurrence of a configuration error.

1 Information on SEUs is located in the Products page on the 
Altera website (www.altera.com).

Dedicated circuitry is built into certain devices and consists of a cyclic 
redundancy check (CRC) error detection feature that can optionally check 
for SEUs continuously and automatically.

Use of the error detection CRC feature (in the FPGA device) is provided 
in the Quartus® II software, starting with version 4.1. The Quartus II 
software CRC feature is supported by the following devices:

■ Stratix® IV
■ Stratix III
■ Stratix II
■ Stratix II GX
■ Stratix
■ Stratix GX
■ Cyclone® III
■ Cyclone II
■ Cyclone

1 HardCopy®, HardCopy II and Hardcopy III devices do not have 
configuration circuitry and therefore do not need CRC feature. 

1 This application note describes how to activate and use the error 
detection CRC feature when a device is in user mode and 
describes how to recover from configuration errors caused by 
CRC errors. The content of this application note is only covered 
the error detection CRC feature for the following devices:

■ Stratix II
■ Stratix II GX
■ Stratix
■ Stratix GX

July 2008, Version 1.4













Altera Corporation  7

CRC_ERROR Pin-Outs

Error Detection Registers

There are two sets of 32-bit registers in the error detection circuitry that 
store the computed CRC signature and precalculated CRC value. A 
nonzero value on the signature register causes the CRC_ERROR pin to set 
high. 

Figure 1 shows the block diagram of the error detection block and the 
related 32-bit registers: 

Figure 1. Error Detection Block Diagram

Note to Figure 1:
(1) You need to clock 31 cycles of clk  signal to read out the 32-bit shift register.
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Table 5 defines the registers shown in Figure 1.

Error Detection 
Timing

When you complete the device configuration and place the device in user 
mode, you can execute the CHANGE_EDREG JTAG instruction. If there is 
no soft error, the CRC_ERROR pin is set low before the command executes. 
You can inject a soft error by changing the 32-bit CRC option register in 
the error detection CRC circuitry. The CRC_ERROR pin is set high, which 
flags an error. After verifying the failure induced by the changed CRC 
value, you can restore the 32-bit CRC value to the correct CRC value using 
the same instruction and inserting the correct value. Read out the correct 
value first before updating it with a known bad value. Additionally, you 
can create Jam files to automate this process.

When the error detection CRC feature is enabled through the Quartus II 
software, the device automatically activates the CRC process upon 
entering user mode after configuration and initialization is complete. The 
CRC_ERROR pin is driven low until an error occurs. The CRC_ERROR pin 
is driven high when the error detection circuitry has detected corrupted 
bit(s) in the previous CRC calculation.

Table 5. Error Detection Registers

Register Function

32-bit signature register This register contains the CRC signature. The signature register contains the result 
of the user mode calculated CRC value compared against the precalculated CRC 
value. If no errors are detected, the signature register is all-zeros. A non-zero 
signature register indicates an error in the configuration CRAM contents.
The CRC_ERROR signal is derived from the contents of this register.

32-bit storage register This register is loaded with the 32-bit precomputed CRC signature at the end of the 
configuration stage. The signature is then loaded into the 32-bit CRC circuit (called 
Compute and Compare CRC block as shown in Figure 1) during user mode to 
calculate the CRC error. This register forms a 32-bit scan chain during execution of 
the CHANGE_EDREG JTAG instruction. The CHANGE_EDREG JTAG instruction can 
change the content of the storage register. Hence, the functionality of the error 
detection CRC circuitry is checked in-system by executing the instruction to inject an 
error during the operation. The operation of the device is not halted when issuing the 
CHANGE_EDREG instruction.

32-bit update register This register is automatically updated with the contents of the signature register, one 
cycle after the signature register’s content are valid. This ensures that the update 
register is not written by the contents of the signature register at exactly the same 
time when the shift register is reading its contents.

32-bit shift register The logic array can access this register. This register also allows user logic to read 
the contents of the update register or the register containing the pre-calculated CRC 
value.
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Error Detection Timing

1 After the test completes, Altera recommends that you 
reconfigure the device (since you changed the CRC option 
register).

Once the CRC_ERROR pin goes high, it remains high even during the next 
CRC calculation. This pin does not keep a record of the previous CRC 
calculation. If the new CRC calculation does not contain any corrupted 
bits, the CRC_ERROR pin is driven low. The error detection runs until the 
device is reset.

As soon as the device enters user mode, the error detection CRC feature 
process is enabled. The error detection circuitry runs off the configuration 
oscillator. The CRC circuitry runs off an internal configuration oscillator 
with a divisor that sets the maximum frequency. Table 6 shows the 
minimum and maximum error detection frequencies.

You can set a lower clock frequency by specifying a division factor in the 
Quartus II software (refer to “Software Support” on page 11). The divisor 
is a power of two (2n), where n is between 0 and 8. The divisor ranges from 
1 through 256. See the following equation:

Table 6. Minimum and Maximum Error Detection Frequencies

Device Type  Error Detection 
Frequency

Maximum Error 
Detection Frequency

Minimum Error 
Detection Frequency Valid Divisors (2n)

Stratix and 
Stratix GX

100 MHz/2n 100 MHz 390 kHz 0, 1, 2, 3, 4, 5, 6, 7, 8

Stratix II and 
Stratix II GX

100 MHz/2n 50 MHz 390 kHz 1, 2, 3, 4, 5, 6, 7, 8

Cyclone and 
Cyclone II

80 MHz/2n 80 MHz 312.5 kHz 0, 1, 2, 3, 4, 5, 6, 7, 8

 Error detection frequency =
100 MHz

2n
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The time it takes for each CRC calculation depends on the device and the 
error detection clock frequency. Table 7 shows the estimated time for each 
CRC calculation with minimum and maximum clock frequencies for 
Stratix and Cyclone series devices.

Table 7. CRC Calculation Time (Part 1 of 2)

Device Minimum Time (ms) 
Note (1) Maximum Time (s) Note (2)

Stratix II GX Devices

EP2SGX30 22 2.816

EP2SGX60 39 4.992

EP2SGX90 59 7.552

EP2SGX130 86 11.008

Stratix II Devices

EP2S15 10 1.28

EP2S30 22 2.816

EP2S60 39 4.992

EP2S90 59 7.552

EP2S130 86 11.008

EP2S180 115 14.72

Stratix Devices

EP1S10 4.3 1.1

EP1S20 7.2 1.9

EP1S25 9.8 2.5

EP1S30 12.8 3.3

EP1S40 15.3 3.9

EP1S60 21.7 5.6

EP1S80 29.6 7.6

Cyclone Devices

EP1C3 0.92 0.24

EP1C4 1.3 0.32

EP1C6 1.8 0.45

EP1C12 3.5 0.90

EP1C20 5.4 1.4




